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Datacenter Security

Barriers Fencing
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Two-factor access control:

Cameras

Computer room . J

Biometric readers & card readers
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Secure Multi-tenancy

Microsoft Azure

| Controller

Azure
01 Storage

sQL
Database
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v" Centrally manage users and access to
Azure, 0365, and hundreds of pre-
integrated cloud applications

¢ Mgm

Azure

Active Directory Cloud Apps v" Build Azure AD into your web and
mobile applications

End Users v Can extend on-premises directories to

n Azure AD through synchronization

Active Directory
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Identity & Access: Multi Factor Authentication

&

Microsoft Azure 88 Windows Server
Active Directory Active Directory

Azure Saturday 2018




Logical isolation segregates each
customer’s data from that of others.

Industry-standard protocols encrypt data
in transit to/from outside components, as

well as data in transit internally by default.

Customers have multiple options for
replicating data, including number of
copies and number and location of
replication datacenters.

Customers can implement a range of
encryption options for virtual machines
and storage.

Data encryption in storage or in transit
can be deployed by the customer to align
with best practices for ensuring
confidentiality and integrity of data.

When customers delete data or leave
Azure, Microsoft follows procedures to
render the previous customer’s data
inaccessible.
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Options for Encryption at Rest
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Key Vault offers an easy, cost-effective way
to safeguard keys and other secrets used
by cloud apps and services using HSMs.

v" You manage your keys and secrets

v Applications get high performance access
to your keys and secrets... on your terms

Microsoft Azure

WA



Encryption

Extension

Encrypted Disks

Virtual Machine

Storage

Customer Key
Vault

Azure Active
Directory

VM's are secured at rest using industry
standard encryption technology to
address organizational security and
compliance requirements.

VM's boot under customer controlled
keys and policies, and they can audit
their usage in Key Vault.
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Encryption Type Type Customer Value

Encryption-In-Transit

Encryption-At-Rest

Encryption-End-To-End

In-Transit At-Rest

End-To-End

Database Files,
Backups, Tx Log,
TempDB

Customer Data

< £
20N sfu:r».

i !‘l n g {
JU UU UL U Ul



Virtual Networks

Customers can connect one
or more cloud services
using private IP addresses.

Secure Networking: Options

Network Security Groups

Customers can control
network traffic flowing in
and out of customer services
in Azure.

VPN

Customers can securely
connect to a virtual

network from anywhere.

ExpressRoute

Customers can create
private connections
between Azure datacenters
and infrastructure that’s on
your premises or in a
colocation environment.




v Azure's DDoS defense

Routing Updates Profile DB . -
MSFT Routing Layer system is designed not
Flow Data

only to withstand attacks
from the outside, but also

Detection Pipeline

from within.
Attack Traffic
Scrubbed Traffic v Azure monitors ahd :
detects internally initiated
Scrubbing Array DDoS attacks and
removes offending VMs
SLB from the network
Application
e R oo



Virtual Networks & Security Groups

TR : v" Create Virtual Networks
chent ;‘ with Subnets and Private
IP addresses

Microsoft Azure

Cloud Access . Configure access control
(password access) .
rules, which can be
applied across Virtual
Networks to thousands of
machines in seconds

Can bring your own DNS
and can domain join your
VMs

Isolated Virtual
Networks




VPN Connections

Computers
Behind Firewall

Microsoft Azure

Isolated Virtual
Network

Connect your sites and remote
workers to Azure Virtual Networks
using Site-to-Site or Point-to-Site
VPNs

You own and manage certificates,
policies, and user access
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ExpressRoute
= Peer

WAN

Azure ExpressRoute

Azure Saturday 2018
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v" Provides coordination,
analysis of logs and VHD
images in the event of
platform-level incident

v" Provides forensic data to
customers when needed
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Incident Response

Azure Saturday 2018
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Host Protection: Monitoring, Firewalls, AV

Microsoft Azure

Azure
storage

e
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AUDIT
VALIDATION

MONTHLY
MSRC PATCH
REVIEW

AZURE:

v' Apply patch management as a
service

v Rigorously reviews & tests all
changes

CUSTOMER:

v Applies similar patch
management strategies for their
Virtual Machines
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Protect, Detect and Respond to Threats with Native Azure
Security Center
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Operations Management Suite

+ Collect security-related events and perform forensic, audit, and breach analysis

|dentification of missing
system updates across
data centers orin a
public cloud

Comprehensive updates assessment
across datacenters and public clouds

PAS)

Comprehensive view into
your organization’s IT
security posture

Detection of breaches and threats with
malware assessment

Collection and analysis of
security related events

Perform forensic, audit and
breach analysis

Azure Saturday 2018




VPN

INTERNET |;|=. End Users

DOS/IDS Layer

Cloud Access & Firewall Layer

v" Provides big data analysis of logs for
intrusion detection & prevention for the
platform

v Employs denial of service attack
prevention measures for the platform

v Regularly performs penetration testing

Lllites
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Q&A?






https://form.responster.com/OKm4ds
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Thank you!
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