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Red Team VS Blue Team in Microsoft Cloud

Mustafa Toroman
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Thankyou, sponsors!
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Speaker Introduction

ÅMustafa Toroman

ÅSenior System Engimeer@ Authority Partners

Å@toromust

Å http://toroman.cloud/

ÅMicrosoft Azure MVP

ÅMCSE, MCP, MCSA, MCITP, MCSD, MCT, MS v-TSP

http://toroman.cloud/
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Speaker Introduction

Å{ŀǑŀ YǊŀƴƧŀŎ

ÅCEO and Security Expert @ Kranjac- IT Training 
and Consulting

Å@SasaKranjac

ÅMCSE, MCP, MCSA, MCITP, MCT, MCT Regional Lead, 
Certified EC-Council Instructor, CEH
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No one is able to use your 

data in a way that you do 

not approve.

The confidentiality, 

integrity, and availability of 

your data is protected.

You have visibility into how 

your data is being handled 

and used.

Your content is stored and 

managed in compliance 

with applicable laws, 

regulations and standards.

The Microsoft Cloud -A Cloud You Can Trust
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Datacenter Security

Perimeter

Computer room

Building

Seismic

bracing

Security 

operations center

24X7 

security staff

Days of 

backup power

Cameras Alarms
Two-factor access control: 

Biometric readers & card readers

Barriers Fencing
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V Isolates customer 

environments using the Fabric 

Controller

V Runs a configuration-hardened 

version of Windows Server as 

the Host OS 

V Uses Hyper-V ða battle tested 

and enterprise proven 

hypervisor

Azure 

Storage 
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Database
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Customer
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Customer 2

Guest VM

Customer 1
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End
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Secure Multi-tenancy
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Identity & Access: Azure AD

V Centrally manage users and access to 

Azure, O365, and hundreds of pre-

integrated cloud applications

V Build Azure AD into your web and 

mobile applications

V Can extend on-premises directories to 

Azure AD through synchronization
End Users

Active Directory

Azure 
Active Directory Cloud Apps
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Identity & Access: Multi Factor Authentication

V Protect sensitive data and applications 

both on-premises and in the cloud with 

Multi Factor Authentication

V Can use Active Directory (on-premises) 

with Azure Active Directory (in cloud) to 

enable single sign-on, a single directory, 

and centralized identity management

V Multi Factor Authentication can be 

implemented with Phone Factor or with 

AD on-premises

Active Directory

Microsoft Azure
Active Directory
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Data Protection

Data segregation

Logical isolation segregates each 

customerõs data from that of others.

In-transit data protection

Industry-standard protocols encrypt data 

in transit to/from outside components, as 

well as data in transit internally by default.

Data redundancy

Customers have multiple options for 

replicating data, including number of 

copies and number and location of 

replication datacenters. 

At-rest data protection

Customers can implement a range of 

encryption options for virtual machines 

and storage.

Encryption

Data encryption in storage or in transit 

can be deployed by the customer to align 

with best practices for ensuring 

confidentiality and integrity of data. 

Data destruction

When customers delete data or leave 

Azure, Microsoft follows procedures to 

render the previous customerõs data 

inaccessible.
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Virtual Machines:

V Data drives ðfull disk encryption through BitLocker

V Boot drives ðpartner solutions

V SQL Server ðTransparent Data Encryption

V Files & folders - EFS in Windows Server

Storage:
V Bitlockerencryption of drives for import/export of 

data

V Server-side encryption of Blob Storage using AES-256

V Client-side encryption w/.NET and Java support

V StorSimplewith AES-256 encryption

Applications:
V Client Side encryption through .NET Crypto API

V RMS SDK for file encryption by your applications

Options for Encryption at Rest


